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Why Nursing Home Star n the science fiction film The Terminator (and its progeny), an artificially

Ratings Matter, and Why intelligent, automated defense network called Skynet becomes self-aware
when it spreads into computers around the world. Unfortunately, Skynet

Hurricane Irma is Likely

to Make This a National Issue then determines humans must be destroyed. During the various iterations

of this movie franchise, Skynet, with mixed results, attempts to obliterate

Bobby Guy humanity by using its control of computer systems to, among other things,
Bragg Hemme launch nuclear weapons and build and control cyborg' “terminators.” One
Matthew MUTer ......ooveeeevveereerennen 6 could argue, however, that Skynet could have saved itself a lot of time and
trouble by simply using its control of global computer systems to deny
Resource Corner.............ccccovirinninns 10 humanity access to electronic health data, or perhaps more insidiously, to

alter and falsify that health data.

Although a Skynet-like artificial intelligence does not yet (and might never)
exist,” the risks associated with the creation and use of, and permanent reliance
on, electronic health data are real and present.> The dangers associated with
threats to electronic health data are reflected in the Security Rule of the Health
Insurance Portability and Accountability Act of 1996 (HIPAA), which requires
covered entities to implement safeguards to preserve the availability and
integrity of such data.* In fact, in the context of HIPAA security standards that
include protecting the “integrity” of electronic health information, the term
“integrity” means “the property that data or information have not been altered

or destroyed in an unauthorized manner.”

This year, the Health Care Industry Cybersecurity Task Force (HCIC Task
Force)® released its report to Congress titled, Report on Improving Cybersecurity
in the Health Care Industry.” In its report, the HCIC Task force repeatedly urges
a “holistic” approach to effectively address threats to electronic health data. In
fact, the Task Force maintains that “[o]rganizations that do not adopt a holistic
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for employers can come from within their own workforce.' This is
not because senior living and long term care (SL/LTC) employees
generally intend to breach privacy and data security policies

and practices. Rather, it is often because of avoidable employee
mistakes and non-malicious conduct. These SL/LTC employee-
related risks can decrease for SL/LTC employers when adequate
employment-related privacy and data security policies and prac-
tices are developed and explained to employees, and where such
policies and practices are regularly reviewed and updated."

What'’s at Stake for SL/LTC Care Employers?

SL/LTC Employers who do not take steps to assess employee-
related privacy and data security risks, and who fail to prepare,
implement, and enforce appropriate employment-related

privacy and data security issues could be vulnerable to a host of
unpleasant consequences, including, but not limited to, HIPAA
violations and related sanctions, '? violations of state privacy laws,
public relations nightmares, " litigation,'* and most importantly,
resident safety concerns.'

What Should SL/LTGC Employers Do?

With the HCIC Task Force’s holistic approach in mind, SL/LTC
employers should employ'® a number of steps utilizing a broad
selection of their workforces to help make employee-focused
strategies and actions an effective component of the employers’
overall privacy and data security measures.
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STEP ONE - SL/LTC employers should assess the employee-
related privacy and data security risks at their communities.

Regardless of the size of the SL/LTC community or the number

of its employees, in order to develop and implement effective
employee privacy and data security policies and practices, SL/
LTC employers need to assess their specific employment-related
privacy and data security risks."” SL/LTC employers should use
the information garnered from this employee-related privacy and
data security risk assessment process to create and implement
policies that most effectively fit the community. In general, SL/
LTC employers should include at least the following queries in
their employee-related privacy and data security risk assessment:'*

» What policies are in place to make sure that only employees
who need to have access to private data have access to that data?

« Do employees use their own laptops, tablets, and smart phones
related to work duties?

» Do employees have non-public workspaces where they may
privately discuss resident care matters and employment matters?

o What password policies and practices must employees
comply with?

+ Does the SL/LTC employer require employees to utilize
encryption technology to protect private data?

o Are employees required to promptly remove and secure mate-
rials from printers and fax machines?

« Do employees log-out of workstation computers, tablets, and
laptops before they step away?




How quickly (if at all) do employee workstation computers,
tablets, and laptops “auto-lock” when those devices are inactive?

Do employees share work-related passwords?

Do employees transport private, community-related informa-
tion in their vehicles?

Do employees use laptops and other devices that contain
private, community-related information at their homes, coffee
shops, or elsewhere offsite?

Is private, work-related information visible to residents or the
public at employee workstations?

What training is provided to employees regarding community
privacy and data security policies and practices?

Do employees verify email addresses and fax numbers before
transmitting private information?

Does the SL/LTC employer regularly review and update its
employee-related privacy and data security policies?

How do employees report violations of the SL/LTC employer’s
employee-related privacy and data security policies?

Do employees know what to do when residents request
their records?

Are employees aware that their co-workers also have privacy
rights and they should not access each other’s information?

Do employees know who to approach with their privacy and
data security questions and concerns?

Is the SL/LTC employer’s privacy and data security training
documented?

If the SL/LTC employer uses workplace security cameras,
how might those cameras impact employee rights?

Whether or not a SL/LTC employer conducts the assessment
internally, with the assistance of an attorney, or with the assistance
of some other third-party, the assessment should be a team effort
consisting of at least the following individuals:

Team Leader: An individual with primary responsibility for
coordinating and moving the assessment along;

Stakeholders: Caregivers, human resources, and other SL/LTC
employees who actually work with private information;

Someone to document the process: The assessment is a labor
intensive process, and SL/LTC employers need someone on the
assessment team who will be responsible for accurately docu-
menting the good faith efforts your community is undertaking
to assess employment-related privacy and data security risks;

Appropriate Tech Experts: Someone who is knowledgeable
about the data systems SL/LTC employees use, current security
measures, and related privacy and data security vulnerabilities.

The employee-related assessment should include interviews across
the SL/LTC employer’s spectrum of employees. These interviews
are essential to determine which employees work with private
data and related security risks.
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STEP TWO - SL/LTC employers should develop/revise
employee privacy and data security policies that address and
help mitigate related risks.

There is no one-size-fits-all group of employee-related privacy
and data security policies and practices. However, based on the
information gleaned from SL/LTC employer’s risk assessment,
most such employers will want to develop (or revise) employee-
related policies that address at least the following employee issues:

« Every employee is responsible for privacy and data security
compliance: Policies should emphasize that every employee
is expected to be a team player dedicated to respecting and
protecting resident and co-worker privacy and data security.

o If you see something, say something: Policies should require
employees to immediately report suspected privacy breaches
(and should identify who needs to be notified and how).

+ Retaliation prohibited: Policies should emphasize that
employees who make good faith reports of suspected privacy
and data security policy violations are protected from retaliation,
and that employees who violate the “no retaliation” policy are
subject to discipline up to and including termination. Policies
should also provide options for employees to report retaliation.

o “A need to know” basis: Policies should help make sure that
only employees who need to have access to private data have
access to that data.

o Workstations: Policies should help make sure that private
information cannot be viewed by residents and guests.

o Community computers and devices: Policies should help
make sure that employees accessing private information
maintain the privacy of that information (i.e., use of passwords,
logging off when stepping away from computers, maintaining
physical control of community devices).

 Use of copiers and fax machines: Policies should inform
employees of protocols to make sure privacy is maintained (i.e.,
documents with resident information are not left unattended
on copiers).

« Personal devices: If SL/LTC employees are permitted to use
their own laptops, tablets, and smart phones related to the
work duties, policies should establish rules/procedures to help
mitigate the risk of a privacy and data breach, such as use of
strong passwords, encryption, activated remote “wiping”/
remote disabling (which enables the community to erase data
on the device, or to lock the device, remotely), and requiring
employees to always maintain physical control of their devices.

« Physical transportation of private records: Policies should
set out whether, when, why (and if so who and how)
employees are permitted to remove/transport private
records from the community.

 Records requests: Policies should inform SL/LTC employees
what to do when residents request their records.

« Social media: Policies should inform on use of social media—
including how it may impact such things as resident rights
to privacy and employee rights to be free from harassment
and retaliation. (However, SL/LTC employers must also make
sure employee social media policies do not violate employee
rights—such as the right to freely engage in “concerted activity”
related to the terms and conditions of employment).*

« Consequences: Policies should help SL/LTC employees under-
stand that compliance with privacy and data security proce-
dures is mandatory and that violations may result in discipline
up to and including termination.

STEP THREE - SL/LTC employers should educate/train
their employees on compliance with the privacy and data
security policies.

Even the most clearly written and comprehensive policies on
SL/LTC employee-related privacy and data security may not be
effective if employees are not only required to review those poli-
cies but also given adequate and thorough training.” With this in
mind, SL/LTC employers should incorporate at least the following
into their employee-related privacy and data security protocols:

o Make it part of new-hire orientation: New employees can be
overwhelmed by the sheer volume of information that comes
with starting work for SL/LTC employers. Nonetheless, SL/LTC
employers should provide training on employee privacy and data
security policies and practices as part of new hire orientation.

o Make comprehensive training an annual event: Because of
the frequent changes in technology and privacy laws, SL/LTC
employers should provide comprehensive “refresher” training
on privacy and data security policies and practices at least
annually—and also include five to ten minute updates on a
specific area of privacy and data security policies at weekly,
bi-weekly, and/or monthly staff meetings.

o Document each training session: It cannot be overemphasized
how important it is for SL/LTC employers to maintain timely,
complete, and accurate records of the privacy and data security
training provided to employees (including which employees
receive policies and training, and when). This documentation
can, for example, provide evidence to an agency investigating a
privacy breach of all the good faith and effective efforts the SL/
LTC employer has made to avoid such a breach. Similarly, if an
employee is disciplined for violating privacy and data security
policies, this documentation can be evidence that the employer
made the adverse employment decision for a lawful and not a
discriminatory or retaliatory reason.

STEP FOUR - SL/LTC employers should implement and enforce
their employee-related privacy and data security policies.
A SL/LTC employer’s employee-related privacy and data security

policies will only be effective if they are implemented and enforced. As
with every other employee policy, SL/LTC employers should provide:



o Positive Reinforcement: Train (and retrain) supervisors on
the substance of the employee-related privacy and data security
policies. Supervisors need to lead by example when it comes to
privacy and data security policy compliance.

» Consistency and Fairness: Make sure supervisors enforce the
employee-related privacy and data security policy in a consis-
tent, non-discriminatory manner. Employees who feel singled
out for discipline are more likely to claim the discipline was
discriminatory or retaliatory.

STEP FIVE - SL/LTC employers should prepare and adopt
breach-response employee-related policies.

Prudent SL/LTC employers recognize that even with solid privacy
and data security policies and practices in place, breaches can (and
do) occur. Accordingly, SL/LTC employers should include employee
breach-response training as a key part of its overall breach-response
and mitigation protocols.?! Prudent SL/LTC employers will also train
employees on how to recognize possible breaches.

STEP SIX - SL/LTC employers should periodically review,
update, and re-implement each of the above steps.

A SL/LTC employer’s employee-related privacy and data security
risk assessment, policy review, training, implementation, and
enforcement protocols should be regularly repeated (probably as
part of the employer’s broader privacy and data security assess-
ments). Technology (and related risks) change frequently. Privacy
and data security laws (and industry standards) also change. To be
most effective, the assessments, policies, practices, and employee
training needs to be part of the employee culture. And that entails
keeping these privacy and data security issues a part of ongoing
workforce training and discussions.

While the above steps require a substantial investment of time,
energy, and other resources, SL/LTC employers who make that
investment should have a stronger likelihood of avoiding privacy
and data breaches as well as the unpleasant, and costly, conse-
quences such breaches can entail.
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